INF

MEMBERS ALLIANCE

LOUISIANA

D

InfraGard Louisiana Members Alliance (ILMA)
MEETING MINUTES

—_—
=

I.T. Sector Chief Meeting
January 26, 2022

A regularly scheduled meeting of the InfraGard Louisiana I.T. Sector was held at the Louisiana State Police
Training Academy, 7901 Independence Blvd., Baton Rouge, LA 70806 on January 26,2022 at 10:00AM. Note:

The meeting was also conducted virtually.

Attendee List

Name

Lester Millet 111, Port of South LA /ILMA Exec. Dir.

Cdr. Eric Acosta, St. Bernard Port & Harbor District

Cpt. Adam Albright, LSP LA-SAFE

Rick Bauer, Intelligent Transportation Systems (ITS)

Heather Beck, FBI New Orleans

SA Patrick S. Bellamy, FBI N.O. Cyber Squad

Lt. Justin L. Berry, LSP LA-SAFE

SA Malcolm J. (Jerry) Bezet, FBI New Orleans

Joey Booth, Thompson Booth, LLC / ILMA BoD

John Broussard, East B.R. Sheriff’s Dept. (ILMA BoD)

M. Dianne Cashio, Office of Atty General Jeff Landry

Phillip Constantin Jr., DHS CISA PSA N.O.

Christine Curtis, BP Gulf of Mexico (ILMA BoD)

April Danos, Stephenson Technology (ILMA BoD)

Jon Davis, Secure Nation / (ILMA BoD)

Anna English,APTIM

James G. Evans, Crest Industries

SSA Stephen Fessel,FBI New Orleans Cyber Squad

Ed Flynn,Vetergy

Steven Giambrone, Louisiana Office of Conservation

SSA Corey G. Harris, FBI New Orleans

Richard Harris, Conduent

Harold Hebert, USCG MSU Baton Rouge

William Hutton, Ergon Baton Rouge

Mark Jaster, FOUR 18 Intelligence

Polly Johnson, Louisiana Association of Broadcasters

Theresa M Jones, Evalv

Gregory M. Kennedy, USDQOJ Eastern District of LA

Terry S. McCorkle, PhishCloud Inc

Jeff McKee, DHS CISA PSA Baton Rouge

Scott W. McQuaig, McQuaig & Associates

Mark Melancon, Intelligent Transportation Systems

Buren (Ric) Moore, GOHSEP Counterrorism

Dr. Robert Muller M.D. / ILMA Healthcare Sector

Stacy Retherford, LSU -Center for Energy Studies

R. George Rey Sr., COTS / ILMA President

Allen Roark, PLEXOS Group LLC.

Jason Rome, Ergon St. James, Inc.

Colin Rougee, Ergon — Baton Rouge, Inc.

Shane Rougee, Ergon St. James, Inc.

Willy Schley, Ochsner

Matt Slack, AV Solutions

Euclid D. Talley, GOHSEP

Joshua Tannehill, LUMEN / ILMA Communications

Steven D. Wilkes, USCG District 8 GOM AMSC

SA Steven Zeringue, FBI New Orleans

262 Virtual Attendees
Mrs. Danos called the meeting to order at 10:02AM

Mrs. Danos made some welcome comments and then introduced Lester Millet I11, InfraGard Louisiana Executive

Director.

Mr. Millet thanked the hosting agency, Louisiana State Police, encouraged InfraGard Louisiana membership,
recognized InfraGard Louisiana President R. George Rey, FBI N.O. Coordinator SA Malcolm “Jerry” Bezet, and
Sector Coordinator Cdr. Eric Acosta, and then led the group in the Pledge of Allegiance and a moment of silence.

SA Malcolm “Jerry” Bezet thanked Mr. Millet for His efforts, and encouraged attendees to join InfraGard

Louisiana.

Mrs. Danos Introduced the FBI New Orleans SSA Stephen Fessel,FBI New Orleans Cyber Squad, who discussed
FBI cyber incident reporting protocols, and then introduced the first speaker, SA Patrick S. Bellamy, FBI N.O.

Cyber Squad.
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SA Bellamy delivered an excellent presentation on trending cyber threats, touching upon Financial Impacts,
Types of cyber criminals, Phishing, and protective measures (Basic Cyber Hygiene.

Mrs. Danos introduced the second speaker, Jeff Mckee, DHS CISA PSA Baton Rouge.
Mr. Mckee discussed the following currently available DHS CISA cyber resources:

e Alert (AA22-011A) Understanding and Mitigating Russian State-Sponsored Cyber Threats to U.S. Critical
Infrastructure Understanding and Mitigating Russian State-Sponsored Cyber Threats to U.S. Critical
Infrastructure | CISA

e Implement Cybersecurity Measures Now to Protect Against Potential Critical Threats
https://www.cisa.gov/sites/default/files/publications/CISA Insights-

Implement Cybersecurity Measures Now to_Protect Against Critical Threats 508C.pdf

e Access to US-CERT for current activity, recent vulnerabilities, and the National Cyber Awareness System
Homepage | CISA

e CISA Ransomeware Guide Ransomware Guide | CISA

Mrs. Danos introduced the third Speaker, Mark Jaster, FOUR 18 Intelligence.

Mr. Jaster gave an outstanding presentation on Proactive Collective Phishing Defense, touching upon current
proactive phishing intelligence methods.

Mrs. Danos introduced the fourth and final Speaker, Terry S. McCorkle, PhishCloud Inc.

Mr. McCorkle delivered an excellent presentation on “Scaling Cybersecurity to the One: Focusing cyber defense
on people”, touching upon the one all too common denominator in phishing attacks- untrained employees.

Mrs. Danos thanked all of our meeting sponsors, especially Jon Davis, Secure Nation, for providing Audio Visual
(AV) support.

The Meeting was adjourned at 12:02PM.

Special Thanks to Louisiana State Police LA-SAFE for hosting this meeting, and Four 18 Intelligence (Mark
Jaster) and PHISHCLOUD (Terry S. McCorkle) for sponsoring lunch
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Special Thanks to Secure Nation and AV Solutions for providing Audio Visual (AV) support.

(SecureNation /A AV2elutions


https://www.cisa.gov/uscert/ncas/alerts/aa22-011a
https://www.cisa.gov/uscert/ncas/alerts/aa22-011a
https://www.cisa.gov/sites/default/files/publications/CISA_Insights-Implement_Cybersecurity_Measures_Now_to_Protect_Against_Critical_Threats_508C.pdf
https://www.cisa.gov/sites/default/files/publications/CISA_Insights-Implement_Cybersecurity_Measures_Now_to_Protect_Against_Critical_Threats_508C.pdf
https://www.cisa.gov/uscert/
https://www.cisa.gov/stopransomware/ransomware-guide
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