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Houma-Terrebonne Airport
Governor’s Executive Order

HTAC UAS Resolution of 
2006

InfraGard Arcadiana Meeting
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ISIS Propaganda Threats 
Continue 

ISIS Shrinking Caliphate; Last Stand in Syria

Commercial Drone

ISIS-Affiliated-Groups 

Published Late September 
2018
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Reverting to Insurgency 
Tactics After the Caliphate 

Over 100, 000 surrendered between Hajin and 
Baghouz 20% were Men
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Reverting to Insurgency 
Tactics After the Caliphate 

Over 100, 000 surrendered between Hajin and 
Baghouz 20% were Men

253 Killed

9 Terror Attackers
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ISIS Extensive Use of  
Commercial Drones

Improvised Attack Drones in Syria & Iraq
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ISIS Upping Drone Battlefield 
Technology

Skywalker 8X Delta Wing
Adapted to drop small bombs

In Less Than 2 Years ISIS was able to Developed a High Level 
of TTPs integration into the Battle Field
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ISIS Conducting a Drone Coordinated AttackCar Bomb Mosul Iraq
ISIS Highpoint
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ISIS Teaching the Next 
Generation

Fighters Learning How to Convert Drones 
Into Flying IEDs

DJI Phantom 
Drone
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ISIS Trained Drone 
Operators

Knowledge, Skills, Ability Determination to Act; 
Threat of the Returnees
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Interpol Trying to Track 45K 
Jihadist Fighters

8 Countries in Europe are Collaborating to 
Tackle this Threat of returning Young Jihadist
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Drone Chemical Attack
Contaminated Sands Taken near  Fukushima 

Daiichi Nuc Plant (2015)

small amount of 
cesium Landed on roof of Japan’s Prime Minister Abe’s Building 

April 2015



This presentation is confidential and is intended for the sole use of the person to whom it is delivered. Any distribution or disclosure, whether in whole or in part, to any person other 
than such person and his authorized agent, and any reproduction or divulgence of any of its contents is prohibited

COTS Technology, LLC ©

~ ½ Kilo of Explosives AttachedDrug Cartel Caught With 
Drone IED

3DR SOLO Quad-
Copter

~500 miles to 
Texas border

Back of SUV with AK-
47 Assault Rifle

Cártel de Jalisco Nueva Generación (CJNG) operatives (Oct 2017)
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The 1st Combat Drone 
Swarm Attack

5 January 2018 Syrian Air Base & Naval Base 
with Russian Assets
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M-600

Venezuela President Maduro 
Drone Assassin Attack

Best Estimate 1 Kilo of Explosive
(04 Aug 2018)
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Found in a Tree Near the 
Ukraine/Russia Border 

Home Brew Drone Smuggling Drugs Cigarettes 
and Weapons (Sep 2018)
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Houthis’ Drone Attack 
Yemeni Top Brass

Six Yemeni forces are Killed Gathered near the 
al-Anad Airbase (Jan 10th 2019)

Shrapnel Explosion Iranian designed Houthi 
Assembled  Qatef-1K Drone

Flying 
autonomous
ly along pre-
programmed 
waypoints, 
and has a 
range of up 
to 150 km 
when 
carrying a 
30-45kg 
warhead.
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Houthis’ Drone Attack Saudi 
Pipeline

Saudi Pipeline Carries 10% of Crude Export to 
Europe (May 14th 2019)
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Houthis’ Drone Attack Saudi 
Airport

One Killed & 26 Civilians Injured/5th Attack on 
ABHA Airport (June 24th 2019)
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2 Killed 3 Injured

Saudi frigate Al-Madinah near 

Over Horizon Attack

Three USVED Swarm Attack

Iranian Revolutionary Guard 
Corps Navy Boat 

Houti Militants Employ Iranian Ya Mahdi 
USVIED (Jan 30th 2017) 

Tanker Attacked in the Red Sea May 2018
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USVIED Stopped 1.5 nm 
from Depot

Houthi Ya Mahdi USVED 
Employed 

Saudi Aramco Oil Depot & Distribution 
Stationed Attacked (Apr 2017)

UAS Drone Attack and 
Fire (Jul 2018)
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Houthi “Ya Mahdi” USVED 
Employed 

UAE Minesweeper Sunk at Pier in Mokha
Stationed Attacked (Jul 2018)

Based on the British Bladerunner 51 speed boat 
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Mississippi River Critical 
Infrastructure

Vessel Crew Members Going to Sea with Their 
Drones

Increasing Threats
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Flying Over River Bulk Transfer Sites During 
OperationsIn Our Backyard

~ 6 Miles
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Destrehan, LA
Grain Loading Facility

Randomly Flying over Facility 
Day & Night

Drone Attack
Spraying
Dropping
Crashing into Cargo Hole

Drone Passed Over the Employees 
heads at ~30ft. NGO Environmental 

Protestors.
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Donaldsonville Nitrogen Complex
Loading Ammonium Nitrate

Worst Case Scenerio
Levee Blowout

Magnesium Ignition Source

$6.00/Pack

1. Iron oxide
2. Aluminum powder
3. Magnesium ribbon or thermite ignition mixture (a Sparkler will do)

Iron oxide

Aluminum 
Powder

Container

Home Made

My Weekend
Project

(A Texas City 1947 Challenge)
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USCG/INFRAGARD/AMSC/ 
FAA (2017)

Teamed together to reduce 90% of Erroneous 
NRC Unauthorized Drone Flights

Mandatory Requirement 
MSIB Marine Safety Office 

Facility Security Officer (FSO) Working 
Group took the effort a step further by 
establishing a port wide 
communication network to track all 
UAS flights. 
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U.S. Army Directive 
Discontinue Use of DJI

DJI Drone Products Represent 70% of US 
Market

Arm
y Research Lab

Navy M
emo

May 2017

No Longer Building Drones
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U. S. Army Stop Order in Using DJI Drones
Destroyed All DJI Drones Last FallDJI Trojan Horse Software

• DJI Tranship Your Data

Cyber Vulnerabilities

• DJI Telemetry Data sent 
back after each flight to 
Servers in China

• Your Data id Collected via 
the DJI GoApp

• Trojan Horse Gateway on 
U. S. Critical 
Infrastructure sent to 
China
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Identifying Security Issues With DJI Software DJI’s Bug Bounty Reward

• Hacking & Disabling

• Undetected "hot 
patching" of code 

• DJI Will Pay Up To $30K 
for helping ID a 
Significant Vulnerability

• Even with this Program 
How Do We Know if there 
is Still a Trojan Horse 
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Potential Risk To An Organization’s Information 
and Sensitive Data

DHS Alert Chinese 
Manufactured UAS
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Reducing Drone Risk; Mitigation Strategy
DHS Alert Chinese 
Manufactured UAS
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Potential Risk To An Organization’s Information 
and Sensitive Data

DHS Alert Chinese 
Manufactured UAS
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Threats can arrive by Ships Loading or 
Off-loading at LOOP

Ships Arriving At Loop From 
Terror Hotspots

18 Miles Off the Coast
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3 miles 6 miles

Building a Geo Fence around LOOP Marine 
Terminal

Drone Endurance Rapidly 
Improving

Safety ZoneSecurity Zone
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VEG; Violent Extremist Groups:

Sovereign Citizen Extremists
Anarchist Extremists
Militia Extremists
White Supremacy Extremists

HGE; Home Grown Extremist

HGJ/VEG Easy Access  
to Vessels

Night Time Attack at Production Platform; 
Hard to Defend



This presentation is confidential and is intended for the sole use of the person to whom it is delivered. Any distribution or disclosure, whether in whole or in part, to any person other 
than such person and his authorized agent, and any reproduction or divulgence of any of its contents is prohibited

COTS Technology, LLC ©

All Possible  for Drone Threats
Geo-Fencing Production 

Platforms

ROV

Drone Counter Technology

Cloud 
Based
Intel

UAS

USV

OCS Drone Threats
.Persistent -- Intelligent

Mobile

Oil/Gas Platforms
USV AUV Divers Fixed Wing 

Drone
Multi-Rotor 

Drone
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USCG D8 OCS Developing
Working Group

Developing UAS Pre-Flight Reporting Similar to 
the LMR Current Requirements

• Counter - UAS

• Counter - USV

• Counter Diver

• Common 
Operating Picture 
on the Platform 
and Ashore HQ

• Counter - AUV

• Encrypted Control 
and Data Lines of 
Communication
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Legal Challenges to Taking C-UAS Actions

Wiretap Act (18 USC §2511)

Pen Register Act (18 USC §2511)

Computer Fraud & Abuse Act (18 USC §1030)

Aircraft Sabotage Act (18 USC §32)

Satellite Signals Interference (18 USC §1367)

Other Challenges
Communications Interference (47 USC §333)
National Strategy on Aviation Security

Counter-Drone Technology 
Issues

FBI’s Operational Technology Law Unit

A Federal Aviation 
Administration (FAA)
reauthorization bill 
contains a provision 
that would allow the 
Department of 
Homeland/DOJ-FBI 
Security to attack 
drones that threaten 
national assets, 
Unveiled the same day, 
the provision is part of 
H.R. 302



This presentation is confidential and is intended for the sole use of the person to whom it is delivered. Any distribution or disclosure, whether in whole or in part, to any person other 
than such person and his authorized agent, and any reproduction or divulgence of any of its contents is prohibited

COTS Technology, LLC ©

FBI Director 
Christopher Wray

Risk of Drones Steadily Increasing

Senate Homeland Security and 
Governmental Affairs Committee 

October 10th, 2018
• FBI is convinced that terror groups will use 

Drones to carry out attacks on American

• FBI assesses that, given their retail availability, 
lack of verified identification requirement to 
procure, general ease of use, and prior use 
overseas 

• Terrorist easily export their battlefield experiences 
to use weaponized Drones outside the conflict 
zone 

• "We have seen repeated and dedicated efforts to 
use Drones as weapons, not only by terrorist 
organizations, such as ISIS and al Qaeda, but also 
by transnational criminal organizations such as 
MS-13 and Mexican drug cartels.”
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SEC. 364. U.S. COUNTER-UAS (C-UAS) SYSTEM REVIEW OF INTERAGENCY COORDINATION PROCESSES 
FAA has 60 days to start reviewing and 180 days to deliver a report on how the Administration coordinates C-UAS 
activity and what standards are used to protect the NAS, people and property from rogue UAS without interfering with 
the avionics of legally operating aircraft or air traffic control systems. The report must state how the administration 
assesses C-UAS system standards, how the interagency process works for C-UAS and whether the administration needs 
additional C-UAS authorities.

SEC. 44810. AIRPORT SAFETY AND AIRSPACE HAZARD MITIGATION AND ENFORCEMENT
The FAA must develop a plan to certify, permit and authorize C-UAS systems. The FAA must set up an aviation 
rulemaking committee (ARC) to make recommendations and test C-UAS at five airports, including one top 10 passenger 
boarding airport. Airport sponsors can buy certified counter UAS systems using the Airports Improvement Program 
funding (AIP). The plan cannot delegate C-UAS authority to other federal, state, local, territorial, or tribal agencies, or an 
airport sponsor.

SEC. 44810. AIRPORT SAFETY AND AIRSPACE HAZARD MITIGATION AND ENFORCEMENT
The FAA must develop a plan to certify, permit and authorize C-UAS systems. The FAA must set up an aviation 
rulemaking committee (ARC) to make recommendations and test C-UAS at five airports, including one top 10 passenger 
boarding airport. Airport sponsors can buy certified counter UAS systems using the Airports Improvement Program 
funding (AIP). The plan cannot delegate C-UAS authority to other federal, state, local, territorial, or tribal agencies, or an 
airport sponsor.
The Aircraft Sabotage Act, the Computer Fraud and Abuse Act of 1986, the Wiretap Act and the Pen/Trap Statute, shall 
not apply to FAA counter UAS activities.

FAA Reauthorization Act 2018 
Signed By President

FBI/HLS Authority Down Drones Deemed  
“Credible Threat” to Federal Facilities
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DHS’s COUNTER UNMANNED AIRCRAFT
SYSTEMS TEST PROGRAM at SNL

DHS Counter Unmanned 
Aircraft System (CUAS) RFI 

DHS S&T

SNL Test & Evaluation
Video Temporal Frequency Analysis 

(TFA)

Title 14 of the Code of Federal Regulations § 99.7 – “Special Security Instructions”

6 1505310 10

Restricted Airspace

Preventing Emerging Threats Act of 2018 

Acoustic
Metamaterials Electronically 

Scanning Array (MESA™) radar

USCG DOI DOJ DOE DOD

https://www.ecfr.gov/cgi-bin/text-idx?SID=73fa0da9ceb35657598401b028cf9b3f&mc=true&node=se14.2.99_17&rgn=div8
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Counter-Drone TTPs

(TTP _ Tactics Techniques Procedures)

Issues
Restrictive Federal Laws

Limited State Laws

Aggressive NGO & 
Individuals

Growing Threats to  Critical Infrastructure

Drone Detection & Tracking
Technology

Dynamic

Static (Tethered All Weather)

Employing Drones

Ground Based

Optic

Infrared

Cameras

Acoustic

RADAR

Addressing the Issues

Industry Partnerships

Invoke a Modified State Law
Increase FAA’s Law
Enforcement Authority

State Federal
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Tactics Techniques Procedures (TTP)Current Approaches

Acoustic Attack
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DHS’s COUNTER UNMANNED AIRCRAFT
SYSTEMS TEST PROGRAM

Presented by:
Sandia National Laboratories

2017-01-01

Preventing Emerging Threats 
Act of 2018 (Div. H, Sec. 1601)

Lit eye - AUDS system

DHS also must conduct 
an assessment on the 

threat from UAS to 
critical infrastructure and 
large domestic airports

High Cost 
Systems

Black Sage Tech.Critical Infrastructure
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Baton Rouge

Plaquemine

Critical Infrastructure Counter-UAS Initial 
Coverage Baton Rouge to New Orleans

Danielsville

Convent
Montz

Hahnville New Orleans

Garyville

White Castle

Demo/OPS Center_Regional OHSEP

MITIGATE

Drone Risk Matrix
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If U Fly U Must Comply FAA & Industry Educating the Public 
B4UFLY Resolution Before Our LA Legislature  
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Integrating Drones into the National Air SpaceFAA’s Greatest Fear

Experiment; Drone Striking a 
Wing
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82nd Airborne U.S. Army Black Hawk 
Helicopter

First Proven Incident 
in USA

500 feet above the 
Midland Beach 

section of Staten 
Island 1930 EST Last 

Week

A Piece of a Drone 
was Found in the Oil 
Cooler and Damage 
to the Fuselage and 

Two Blades

DJI Phantom 3
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Drones Are Not Toys When The Blades are 
SpinningLast Word On Drone Safety



This presentation is confidential and is intended for the sole use of the person to whom it is delivered. Any distribution or disclosure, whether in whole or in part, to any person other 
than such person and his authorized agent, and any reproduction or divulgence of any of its contents is prohibited

COTS Technology, LLC ©

Transportation/Aviation/UAS 
Sector Chief

Chapter President

R. George Rey Sr.

3712 Lake Aspen Dr. West
Gretna, LA 70056

504-908-8784
rgeorey@me.com


